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Accessing Student Portal Administration

I l Always use secure methods of password retrieval and when
&  distributing them to SIS users.

I. Set Password Policies

e Step 1. Administration» Settings» Policies

e Step 2. Choose the ‘security’ group

e Step 3. Policy number 7 allows you to decide if you want to require Strong security or medium
security passwords

Admin ALE o5 Teat hers GMS [ PLS Farents - Students

sehool
Security ] Show
; [1. Student LOGIN ACCOUNT creation format. (Page: studentioginformat) (stUeemaoginiormar) All
Wimal formal co you wand fo use fo creale sfugent ogine? Ses Admin > Setings > Secuntly > Cusfomaing Defaull Logng (Dafawt frsiname] fid)) [schoolemail]
= |2. Student DEFAULT PASSWORD mart. 1Pagn Bl.udem:pndnrmal.r-;!mnumpwﬂormsu All
e 0 o wand 10 use fo creale sludenf logms? Ses Admin » Sefings » Seourly > Customizng Defaull Logms (Defaull randomstring]) [upperiasirame]iloweri
3 3. Should students be REQUIRED to CHANGE their PASSWORD the first time they log in7 (Page: studentchangePW) (studentchangePi) Al
it is @ good idea 10 have the Studenl change Mair DIssWord ihan ey sl iag in. Require his™ (Defaul yes) (8],
O,
4 |4. Do you want users to ONLY so¢ the LINKS they have ACCESS o7 (Page: menuhidesdisallowed) [menuhidesalsaliowed) All
By defawt, e mend SHows all inks possilie i the system. Changing Ihs policy 1o Irue Means Mar ony' (nks pou Ravwe Dermiaaion o mil be dsalayed i No
i Yes
¢ |5. Store staff pa:!mr:l! nlu:rjlpm" rmrypuu”pmwnms;l All
F WIACTS Gt o e 1 pa fexd i o dadabase o an encrypfed form. Keeg = MO
Yes
€. Should students be able 1o use their SSID, LOCALID, OR LEGACYID for a USERNAME and their TEACHER'S LAST NAME for & PASSWORD, instesd All
¢ |of a more 5ecum-. but more difficult option? (Page: Inmurmhll:lngm] |msecurnpun|m|q|rn|
By gefau, pubis lagi for e studen! paral /5 Jone ScL & username and passwand fov each Sfudent ¥ enablad, sfudents wal kg i1 usng INe 655 Seture Moo of Iheir [
shAdenf number (SSI0 Loca 1D egacy \D) for @ usarname, yher's jasiname for 3 password e
7. Lot studonts use PASSWORDS of MEDIUM STREMGTH INSTEAD OF regquinng COMPLEX, STRONG PASSWORDS? (Fago: allowmadiumpa ) ail
7 |(adiewmmediumpw)

e Step 4. Secure passwords include those that have the following:
8 characters long

Have at least one capital letter

Have at least one lowercase letter

Have at least one number

Have at least one symbol (*&™%$! etc.)

o

[¢]

[¢]

[¢]

[¢]

Set the policy and save

Il. Administration View of Student Passwords

e Step 1. Admin» Settings» Security » Security
e Step 2. Choose Define Users
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Admin

Security Administration in milestone

List of Publicly Available Pages
Lists the pages which are available to be wviewed by the public

Star Informabion
List of staff members

e

J

Define Security Groups
Creale and manage security groups

Student Logins / Uisers
Manage Student Login Accounts

Parent Logins / Users
Manage Parent Login Accounts

e Step 3. Choose the appropriate settings needed

‘Academies’ Teachers Portal

Reports

Define Users
Define users: g

Automated Setup for Logins/Passwords

Create and emall account information o select

Deletion Log

Searches for records of deletions within a logfi

Help

"' Define Users in milestone

Show User Accounts of Type? (Select more boxes, get more resuits)
[ Staff Accounts

[J Pubhouseholds Accounts

O Parents Accounts

Students Accounts

O Unlinked Accounts

Account Options?

@ Only Active Accounts @® Only Human Accounts
) Only Disabled Accounts ) Only Non-Human Accounts
(O Both Active & Disabled Accounts () Both Human & Non-Human Accounts

Update
1

Filter Accounts by Search?

Login Name or User Name

e Step 4. This will generate a list of students to view. Click Set Details to change password,

username or account expiration

ALTERNATE OPTION

e Step 1 Admin» Security» Security» Security
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e Step 2 Choose Student Logins to view user information

Admin

Reports

Security Administration in milestone

List of Publicly Available Pages

Lists the pages which are available to be wiewed by the public

Staff Information
List of staff members

3T

Define Security Groups

Define Users
Define users: place users into security groups

Automaled Setup for Logins/Passwords
Create and emaill account Information to select

Deletion Log

D [ [

Creale and manage securily groups Searches for records of deletions within a logfi

Student Logins / Users
Manage Student Login Acgg

Parenl Loge | Doers
Manage Parent Login Accounts

lll. Student Login Page

The teachers often are the ones who need access to tell their students the login info.

e Step 1. Go to Teachers» Logins
e Step 2. Check either the box at top to show all passwords or the box next to the individual name
to show student password
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IV. Automated Setup for Logins/Passwords
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e Step 1. Go to Admin» Settings» Security» Security
e Step 2. Choose Automated Setup for Passwords

AOmin B A0EMes’

Security Administration in milestone

List of Publicly Available Pages Define LUsers
Lists the pages which are available 10 be viewed by e pubic —-— Jeling users place users inbo secunty groups of edld heir login mfarmation

Staff infarmation

L List of stafl members Creals and email account nfonmation 1o seiecied users
Define Security Groups = ‘? Desetion LT
3 Create Bnd manage securily groups Searches for records of deletions within a logfle and lists fhem

Shudent Logins [ Users
Manage Student Login Accounts

Parent Logins | Users
Manage Parent Login Accounts

e Step 3. Choose the options appropriate for what you're searching for and click update

e

Admin ‘Academies' Teachers

Self-Service Login/Passwords

This page allows you o create logins for users and email them their login information or print their login information to give to them

once you have selected the people who you want to create a login for, click on ‘Generate Logins/Check Message'. This will generate their kogin ids, and either email them or print their
sediect
If you are emailing the login information you will HOT be able to select a user if they do not have a valid e-mail address

At the bottom of the page you can edit the message to inclede with the login information

@ Show Only Users WIthout Logins (defauit)

() Show Only Users With Logins

) Show Only Inactve Users

) Show Inactive Users And Users Without Logins

) Show All USers

Days Elapsed To Be An Inactive User: [Bo O Print POF (Don't Email)
Select the category you want to create logins for- | St ~|| Update

¢ Step 4. Check off users to Generate User Logins for.
e Step 5. Click Generate Logins/ Check Email Message
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L] Check all [] Check All Without Logins [ Check &

Ganerate Logins/Check Email Message Edit Message

e Step 6. Generate Logins and Email to Selected

Adsin TN

This is an exampie of the message which you will be ncluded with e new logins
Gao back i this is nod the correct message!

Latiar to parents
ebnuary 24, 2076 11-33pm
Drear Jobe Doe

Yiour participation in e sducation of your chid Can mage 3 big difersnce in heir sucoess
WiE hopE youn ke acvantage of the porial System o v m

wenis and grades

T

you access ihe sysiem

1B I protess by

e i miesions
I the: link = N
it Aimiestone. phsis ¢ omimod phpiogin php

Yo USemame is

I

YOI TEMOrany Passwond i

U e ST

T wou harve any quesiions or hawe dificulty logaing in, please Fo 5Ch for
psislante. 530-24

Eack

From:

his emai provides you & ink 10 ihe Miestone Prep Atadenty Sludent Pomal Uss ihe ogin informalon Dedow o gain aocess 1 ine sysiem You wil E

Sand Tast Emal
Genersbe Logins and Email To Selecied
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