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Accessing Student Portal Administration

Always use secure methods of password retrieval and when distributing them to SIS users.
====/, Set Password Policies ==== * Step 1. Administration» Settings» Policies * Step 2.
Choose the ‘security’ group * Step 3. Policy number 7 allows you to decide if you want to require
Strong security or medium security passwords

Teachers CMS/PLS Farents - Sudents

Seheol
Security E2] Show
5 [1. Student LOGIN ACCOUNT creation format. (Page: studentioginformat) (stUeemaeginiormar) All
Vimar formal oo you warnd [0 s i creals sfenr ognE? See Agmin > Seings > Securdy > Customung Defaul Logng (Defawt Mrename] fid)) [schaolemail]
+ |2. Student DEFAULT PASSWORD format. (Page: studentpwiormat) |sfudentpwformar) All
Wil fanmad da o wand o use o creale Shadent foging® See Admin » Sefings » Seourly » Cuslomizng Defaul Logms [Defsall frandomstrig)) [upperipstrame]i Joweri:
3 3. Should students be REQUIRED to CHANGE their PASSWORD the first time they log in7 (Page: studentchangePW) (studentchangePi) Al
it k5 3 Qoad dea o havwe the Sdenl change Meir DIsSSVoRT wnan ey sl g . Require s 7 [Defaul yes) (871
[C%
4 [4- Do you want users (o ONLY see the LINKS they have ACCESS to? (Page: menuhidesdisallowed) (menuhidesdisaliowed) All
By defawt, e mend SHows all inks possilie i the system. Changing Ihs policy 1o Irue Means Mar ony' (nks pou Ravwe Dermiaaion o mil be dsalayed i No
& Yes
¢ |5. Store staff passwords encrypted? (encryptstaffpasswords) All
Fasswords can be Kepl i pian fen i our gaabase o in an encryphed fom ar a7 g o #5 repommended r 1 if they i No
Ik F, Uia maked I imposailie i Son  Yes
6. Should students be able 1o use their S5I0, LOCALID, OR LEGACYID for a USERNAME and their TEACHER'S LAST MAME for a PASSWORD, instead Al
¢ |of a more secure, but more difficult option? (Page: insecurepublicloginj {nsecurepubiiciogi)
By defaul, pubie lagin for Me studen! parfal /s done seowely with 8 usarname and passward for aach studend ¥ enabdlad, Sfudents wil iog 11 UG NS le5E Secure mooe! of Il [
shudent number (SSI0 Loca \D, or Legacy \D) for a usermame, a0 leacher's jasiname for 3 passwang, irYes
7. Lot studonts use PASSWORDS of MEDIUM STREMGTH INSTEAD OF regquinng COMPLEX, STRONG PASSWORDS? (Fago: allowmadiumpa ) ail

[ allowmeaiLmpw]

* Step 4. Secure passwords include those that have the following: * 8 characters long * Have at least
one capital letter * Have at least one lowercase letter * Have at least one number * Have at least one
symbol (*&”%$! etc.) Set the policy and save ==== Il. Administration View of Student Passwords
====* Step 1. Admin» Settings» Security » Security * Step 2. Choose Define Users

Teachers

Security Administration in milestone

List of Publicly Avallable Pages
Lists the pages which are available to be wiewed by the public

Define Users
Define users: gifce users into security groups

Staff Information Automated Setup for Logins/Passwords
1 List of staff members 2 Create and email account information to select
- Lyt
Define Security Groups ::.,.."'n ’ Deletion Log
j Creale and manage security groups Searches for records of deletions within a logfi
= -

Student Logins / Users
Manage Student Login Accounts

Parent Logins / Users
Manage Parent Login Accounts
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*_Step 3. Choose the appropriate settings needed

A

Reports ‘Academies’ Teachers Portal Help

_-"' Define Users in milesione

Show User Accounts of Type? (Select more boxes, get more resuits) Filter Accounts by Search?
[ staff Accounts [
[J Pubhouseholds Accounts
O Parents Accounts
Students Accounts
O Unlinked Accounts

Login Name or User Name

Account Options?

@ Only Active Accounts @® Only Human Accounts

) Only Disabled Accounts ) Only Non-Human Accounts

(O Both Active & Disabled Accounts () Both Human & Non-Human Accounts

Update
1

* Step 4. This will generate a list of students to view. Click Set Details to change password, username
or account expiration ===ALTERNATE OPTION=== * Step 1 Admin» Security» Security» Security *
Step 2 Choose Student Logins to view user information

Admin ! 5 Ay 5 Teachers

Security Administration in milestone

List of Publicly Available Pages Define Users
Lists the pages which are available to be viewed by the public Define users: place users into security groups

L

Stafr Information Automaled Setup for Logins/Passwords
L List of staff members ot Create and emaill account Information to select
2 e
Define Security Groups ‘_.-;:; f Deletion Log
g Create and manage security groups Searches for records of deletions within a logfi
-

Student Logins / Users
Manage Student Login ACCy

Parent LIS T USEers
Manage Parent Login Accounts

==== [l|. Student Login Page ==== The teachers often are the ones who need access to tell their
students the login info. * Step 1. Go to Teachers» Logins * Step 2. Check either the box at top to show
all passwords or the box next to the individual name to show student password
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Show All Passwords [
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=== |V. Automated Setup for Logins/Passwords ===

= * Step 1. Go to aAdmin» Settings»

¥ | aver the kan to see the date it was documents for ths student have registration period. The start date for this required felds/doruments e T s sheiad
imported been compleded pariod & 12302014 pe =
Pubdic HouseHald
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[ Ho . Independent i
- mes, Hamy KN 1114172015 | Currend [ e i h
Eaetl James, Harry i 2015 This student i not attached to a househokd
No I den =
Lt Kilian, Ellisa = Independent) & 2015 | current This student is nof aftached to & housenoid
Email | Shudy
i Invite

[F:—I::l | [0 10855 Kl 1sa 10 !;‘Iiil_"en'en[ Q104016 (Current | O] Kuisl O anabuss@maiinalon com Q Sent:

Sl O2r1620
L:i:f" | |0 e . Lesange, Km & INCERENIENE! 11 prarpt & | Current This sludent & nof attached to a househokd

) " B

E:.‘I-.L;. =R Ludiow, Tristian 10 '::f;*" =8 11 0ae20 5 | Current This siudent i not afiached to @ househoid

Sty
[r:-l:u | | rees Smilh, Jamie 1 INAEPERENt! 111092015 | Current This stugent & not attached 1o & househok
[ Hex §

Security» Security * Step 2. Choose Automated Setup for Passwords

Security Administration in milestone

List of Publicly Available Pages
Lists the

Staff information
List of stafl members

Defne Security Groups
Create and manage secury groups

Shudent Logins [ Users
Manage Student Login Accounts

Parent Logins § Users
Manage Parent Login Accounts

pilabie 1o be viewed by e pubic

Define Users
Dehne users. place users indo secunty Qrow

el Ther login mianT

Creale and email account nformation o selecied users.

= Detetion LT
Searches for records of deletions within a loglle and lists fhem

* Step 3. Choose the options appropriate for what you're searching for and click update

Admin

Self-Service Login/Passwords

Partal

This page allows you lo creale logins for users and email them their login information or print thedr login information 1o give to them

Once you have selected the people who you want to create a login for, click on 'Generate Logins/Check Message'. This will generate their kogin ids, and either email them or print their

sedect

If you are emailing the login information you w

Al the bottom of the page you can edit the message to inclede with the login information

@ Show Only Users Without Logins (default)

() Show Only Users With Logins
() Show Only Inactve Users

O Show Inactive Users And Users Without Logins

) Show All Users

Days Elapsed To Be An Inactive User: [Bo ] Print PDF (Don'

Select the category you want to create oging for |SIﬂFf

t Email)

~ | Updats

NOT be able to select a user if they do not have a valid e-mail address
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* Step 4. Check off users to Generate User Logins for. * Step 5. Click Generate Logins/ Check Email
Message

L] Check All [] Check All Without Logins [ Check &

Ganerate Logins/Check Email Message Edit Message

* Step 6. Generate Logins and Email to Selected

Admin ‘Aademes’

This iz an exampie ol the message which you wil b= ncluded with e new logins
Co back T this IS Aot the correct messaga!

Latiar to parents

abruary 24, 2006 11 X3pm

Dear Jobn Doe

nis emai provides you 8 Ik 1o ine Miestone Prep ALadeny Sl prial Ui ine Kgin infonmaton Delow 10 gain Becess ko ine sysiem. You wil be reguined 10 CRange your passwond e frsl
me

YU access ihe sysiem

i fmiesione. plsis comimod phpdogin pnp
YOIT USEMame IS

Iy

Yol PEMpOrany passwond i

1 peras eS|

I yous have any questions or hawe dificulty logging in, please call fhe school for

Ssslante 530-240-2001

Thanks for accessing e Portall
Sncensfy

Jone Prep Sl
Miesiang Prep Sta

Eack Send Test Emal

Ganerste Loging and Email To Sebactsd
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